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MEMORANDUM FOR: Chief, Administration and Training Staff

SUBJECT : Functional Statement
Office of Security

1. At the request of the Chief, Budget and Fiscal Branch,
the Office of Security functional statement has been reviewed and
revised to reflect our present objectives. ‘

2, Coordination has been effected with the various OS
components. '

25X1A

Acting Chief, Executive Staff

Attachment: ,
OS Functional Statement
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OFFICE OF SECURITY FUNCTIONAL STATEMENT

Office of the Director

The Director of Security prepares and executes the Agency security program and performs security
inspection functions,

The Director of Security recommends Agency policies relating to security, and establishes procedures '
for implementation; obtains and evaluates, through investigation, I - d liaison

contact with other U, S. agencies, pertinent information regarding the security acceptability of person-

nel for employment, assignment or association with the Agency; develops and conducts internal counter-
intelligence programs; establishes physical security safeguards for Agency establishments; determines

the effectiveness with which security programs and policies are being accomplished and institutes or
recommends, as appropriate, improvements where indicated; furnishes security advice and guidance

to Agency employees. '

The Director of Security institutes, implements and conducts || NNENENEQENEGEEEEEEEEEEEEEEEE $25X1C
for the Agency; provides security support to emergency planning; establishes and maintains necessary
liaison with officials in other government agencies on security matters; investigates reports of secu-
rity violations and noncompliance with security policies or regulations; makes necessary inspections,
investigations, and reports to assure proper maintenance of security; conducts certain activities per-
taining to over-all alien program; conducts research in security fields; provides security support and ‘
trained professional security officers, as required, to Agency components and domestic and foreign
installations and operations; plans, develops and conducts the Agency safety and fire prevention pro-

grams for domestic installations and furnishes staff guidance and assistance for the development of

similar overseas programs; develops security policy and standards for the establishment and main-

tenance of security of Agency industrial contractual arrangements.

The Director of Security develops a coordinated Agency program to ensure the security of official
data in Agency computer and related information processing operations and recommends procedures

AT ENT
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Office of the Director (Con't)

for its implementation by operating officials; monitors the operation of Agency compartmented com-

puter systems to ensure that they meet the security requirements set forth in | NNNNNININGEGNE - 25X1A
maintains a centralized data base covering unauthorized disclosures of intelligence to the public in-
formation medium, '

The Director of Security is the Chairman of the Security Committee of the United States Intelligelice ‘
Board (USIB). This Committee advises the U. S. Intelligence Community on security matters of con-

cern; initiates appropriate investigative action and damage assessment in the event of an unauthorized
disclosure affecting U, S. intelligence sources and methods; promotes uniform security standards

and practices; and supervises the activities of the Computer Security Subcommittee.

The Director of Security as executive agent for the intelligence community provides training in

25X1C _personnel of USIB member departments and agencies,

Executive Staff

The Executive Officer is responsible to the Director of Security in the planning and policy fields of
the Office of Security which transcends specific organizational components. He is the alternate
member of the Security Committee of the United States Intelligence Board and the DCI representative
on the National Military Information Policy Committee (NDPC). He maintains appropriate liaison
with CIA components and other government departments and agencies on matters of security policy
concern, As the Chief, Executive Staff, he directs the activities of the Executive and Planning
Division and the Special Security Center. He furnishes security support to the Deputy Director for
Support and the DCI through the Director of Security,
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Executive Staff (Con't)

Executive and Planning Division

The Executive and Planning Division serves as a policy and planning component of the Office of
Security in security matters which transcend specific organizational components; prepares and/or
coordinates Agency policies, procedures, regulations, and issuances of a security nature; serves
as the focal point for the coordination of action papers received from other CIA elements requiring
an Office of Security position and the signature of the Director of Security or his deputy; furnishes
security policy advice on proposed legislation, Executive Orders or other matters of Agency secu-~
rity interest; conducts special security studies and reviews on matters having security policy im-
plications and recommends action as appropriate; prepares Office of Security reports on production,
progress, and objectives; and administers the Office of Security Records Management Program in

accordance with _

The Division provides the OS representative to the CIA Board of Re view; assists in the preparation
of the Program Call for submission to DDS and OPPB; provides the Executive Secretariat to the
Security Committee of the United States Intelligence Board for handling intelligence community
security matters pursuant tofJJ Il (includes such actions as unauthorized disclosures and
damage assessments),

The Division provides the Alternate DCI Member on the National Military Information Disclosure
Policy Committee (NDPC); coordinates NDPC policy matters and related papers having world-wide
implications with the major CIA components; and visits foreign governments and international
organizations as a NDPC team member at the request of the Department of Defense for the purpose
of conducting surveys to protect U, S, classified military information, The Division recommends
the OS position on proposed releases of National Intelligénce Estimates and information to foreign
governments,
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Executive Staff (Con't)

Special Security Center

The Special Security Center (SSC) establishes security policy for the extraordinary protection of
certain designated intelligence collection programs conducted by CIA and other agencies represented
on USIB; formulates procedures for the implementation of this security policy on a community-wide
basis; assures these programs the maximum protection by the application of uniform compartmented
security control systems from the initial planning stages, during research and development, pro-
curement, deployment and operation, on through the exploitation and dissemination of the end pro-
ducts; conducts in depth surveys and inspections as are required to develop policy requirements;
conducts independently and in coordination with other agencies periodic surveys and inspections to
determine compliance with established security policies, practices and procedures for two com-
partmented systems.

The SSC furnishes security guidance on matters dealing with downgrading, decontrol, sanitization or
public release of information related to these programs; monitors news media to keep currently in-
formed as to the effectiveness of established security policy and the extent of possibly erosive spec-
ulation; identify possible security leaks which require investigation and/or possible action by the
Security Committee/USIB; monitors the processing of ail special clearance actions to ensure the
most effective protection of these programs among personnel in U, S. Government agencies not
represented on USIB, in the Executive Offices of the President, and those appointed to Presidential
committees or study panels; and conducts the briefings and debriefings of personnel involved as well
as providing other briefings when required, '

The SSC provides a representative to the USIB committee which develops the requirements for these
programs and a full-time security officer to the staff of the Assistant Secretary of the Air Force
(R&D) who manages these special programs to ensure uniform application of these security policy
standards among participating agencies,
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Joint AATS/EPD Activities - (12 Month Period)

ITEM EPD HOURS
Program Call - Program Submission 28
Directives and Notices ' 4
Records Management 500
Reassignment of EPD Personnel 2
Miscellaneous 10

TOTAL 544
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10 August 1972

MEMORANDUM FOR: Chief, Special Security Center
Chief, Executive and Planning Division

SUBJECT : Missions and Functions of the Executive
Staff

\

|

|

In accordance with our discussion of 9 August 1972, I would
appreciate it if you would conduct a discreet but comprehensive
management review of the mission, functions, and overall respon-
sibilities of your respective units in the Executive Staff, In effect,
this should be an in-house survey, identifying priorities, and show-
ing the effect on the Office of Security and/or our customers, should
the marginal requirements be eliminated. Although the study might
prove to be useful should there be additional personnel cutbacks,
the primary emphasis is on priorities, duplication, overlap, and
efficiency. In conjunction with this review, we might also consider:

A. Reorganization (current organization and proposed
changes).

B. Realignment of personnel.

D. FElimination of marginal security responsibilities.
E. Consolidation of Security components.

F. The possible use of contract personnel versus staff
" employees.

G. The external coordination which would be required
before a function could be dropped.
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C. Increased empimsia on key security functions.
\
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As has been mentioned, there will be an inquiry by the
Office of the Inspector General, in the near future, and our internal
review is intended to establish the validity of our policies and pro-
cedures before the questions are generated from without,

There may be further guidance on this topic, but we should
start pulling the material together for a full report by 29 August

1972. 1 would prefer that this review not be discussed with sub-
ordinates.

25X1A
Acting Chief, Executive Staff

CONFIDENTIAL

VS Gkl
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